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Objectives

Upon completion of the chapter, the student will be able to:

1. List practice policies required in relation to patient communications.

2. Describe the general content of the Certifi cation Commission for 
Healthcare Information Technology (CCHIT) ambulatory electronic health 
record (EHR) functional standards concerning patient communications.

3. Compare the processes for incorporating oral, paper, and e-mail patient 
 messages into the practice EHR.

4. Describe the general workfl ow for practice personnel in documenting 
communications in an EHR.

5. Contrast the electronic functioning of these components with standard 
manual processing.

6. Identify special precautions needed with e-mail responses to patients.
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7. Describe a patient portal and the type of patient interactions that can be 
performed using it.

8. Describe practice processes for incorporating or sharing information from a 
patient’s personal health record.

Introduction

 Q uestions from patients about care, tests, medications, appointments, treatments, and bills are common occur-
rences in the practice setting. As the public becomes more involved in their own health care—performing their 
own research and demanding practice information to compare service outcomes—additional questions are raised. 

The Internet has had a large impact by making information readily available, resulting in better informed consumers. The 
Internet has also created an environment where immediate access is expected. These characteristics are not lost on the 
medical practice. The fully functioning electronic health record (EHR) includes methods for timely patient/practitioner 
communication. HIPAA regulations support patient access to records and the ability to correct erroneous information 
in them. In addition, as they become more involved in their care, patients are maintaining their own records or record 
summary information to monitor their health and wellness and to share with whomever they choose. The personal health 
record is being developed to perform this function.

Patient/provider communication outside of the offi ce visit is an important part of 
any health care provider’s practice. For example, providers or members of their staff 
inform the patient of diagnostic test results, changes in plans, additional testing or 
medications needed, or when follow-up care is due; they also provide responses to 
questions regarding a bill or payment. Patients may contact their providers regarding 
medications, to schedule an appointment, to obtain educational material, to update 
the practice on care from other providers, or to inform them of changes in address or 
medical benefi ts. It is important that these contacts be documented for use in subse-
quent visits. Health care decisions may be made based on the information received 
or provided. Documentation of this information in the record supports clinical deci-
sions and provides legal evidence in the event that questions arise later.

The electronic record must be able to include patient communications received in a 
variety of formats. Usually practices desire that patient communications be separated 
from other components and accessed through an identifi ed section. Often the orga-
nization of material in an EHR will include a menu tab that is labeled “Patient Com-
munications” or “Communications,” as shown in Figure 10-1. Information recorded 
there may come from the patient by telephone, facsimile (fax), mail, e-mail or other 
electronic device, or a practice’s electronic access system. Different methods are re-
quired to incorporate each into the EHR. Care must be taken in all instances that the 
correct patient is identifi ed and that communications are secure and confi dential.

It is also important that the practice have written policies regarding communica-
tions. The policies need to address what types of patient communications are permit-
ted, what members of the practice are authorized to receive and document messages, 
time parameters for response on messages, guidelines on documentation of follow-up 
messages, message etiquette and wording, retention of messages, privacy and secu-
rity of messages and message systems, HIPAA compliance on access to records, a 
procedure for dealing with inappropriate messages, and perhaps a special authoriza-
tion for use of some message systems. Patients must be introduced to the practice’s 
policies on messages. This could be incorporated into the Notice of Privacy Practices 
or in other practice brochures or informational material.

Patient receipt of educational material, whether given during the patient visit or be-
tween visits, must also be documented. Sometimes this information may come from 
within the practice; other times, the health care provider may refer the patient to an 
Internet site or provide brochures prepared by specialty organizations focused on 
disease education. Specifi c instructions accompanying a new medication or provid-

Patient Focused Communication

Using the Electronic Health Record in the Health Care Provider Practice

�� ����� �	�
��

 ��� ������� ������� ��





140 Using the Electronic Health Record in the Health Care Provider Practice

more fully in Chapter 6. Communications from patients may also generate a provider 
alert. Message alerts will be explained later in this chapter.

Reminders are automatically generated messages to either the patient or the care pro-
vider regarding treatment issues. Reminders, sometimes referred to as health main-
tenance reminders, can have a variety of purposes. For example, the EHR system 
is able to identify when a patient is due to have a physical, mammogram, Pap test, 
prostate screening, immunization, or well baby visit. This type of reminder is based 
on the date of the last test or visit for that particular purpose and on the established 
protocol embedded in the software for frequency of testing or visits. Protocols are 
set by the practice regarding timelines for appointments or screenings. For example, 
a practice policy may state that mammograms must be done yearly after age 45. 
These parameters would be programmed into the computer software. The computer 
can then search patient records for those that match the set parameters„in this case, 
females age 45 or older who do not have a mammogram result recorded or whose last 
result is dated more than 10 months ago. Once these patients are identi� ed, the EHR 
can automatically print a personalized reminder for mailing, send an electronic re-
minder to the patient via e-mail, or generate a notice on a patient portal (portals are 
described later in this chapter). Repeat reminders can continue until the patient re-
sponds. These electronically generated reminders save a practice the time and effort 
required to maintain manual or computer-based tickler � les. In addition, reminders 
are a positive customer service.

Another type of EHR reminder can be generated for health care providers or of� ce 
staff. Again, reminder protocols are part of the system•s software and are triggered 
by entries in the EHR. For example, reminders might be generated to the provider•s 
message system to follow up with a referring physician regarding a patient•s prog-
ress, to a care provider to generate reports for workers• compensation, or to a billing 
specialist to call a third-party payer regarding claims that have not been reimbursed. 
Although these reminders are not focused directly at the patient, they allow each 
member of a practice to meet established deadlines, to manage their time more 
appropriately, and to contribute to quality patient care and service.

Receiving Information from Patients
Telephone (voice mail) patient messages have been used in health care practices for 
decades. Traditionally, messages received verbally have been transferred to a written 
paper note (e.g., message pads) and distributed for review and response by the ap-
propriate individual. Pertinent information was then entered into the patient record 
by the responsible individual. Unfortunately at times, messages were lost or mis� led 
and transfer of information to patient records did not always occur. The electronic 
health record addresses many of these issues, depending on the method that patients 
use to communicate.

When a patient telephone call or voice mail message is received in an of� ce with 
an EHR, information still must be transferred from one medium to another. In this 
instance, of� ce staff transcribe the verbal information directly to a computer entry. 
First, the patient must be identi� ed via access to the master patient index (see Chap-
ter 5). Once the correct patient record is accessed, a template will be available in the 
EHR for recording messages. This may be available under the •CommunicationŽ tab 
or via a drop-down menu of EHR templates. Figure 10-2 is an example of a EHR mes-
sage template.

Disadvantages of this process are that both interpretation and entry errors can occur 
and that it uses staff time. Careful attention must be given that the correct patient is 
identi� ed and the correct message is recorded. Messages might be directed to almost 
any individual in the practice. When a verbal message is transcribed and entered in 
an EHR and a recipient of the message indicated, an automatic message alert appears 
on that individual•s electronic work� ow queue. The alert does not disappear until the 
message is read and the recipient has responded.

I
health maintenance reminder

a reminder given to a health care 
provider and/or to a patient by 
the provider, calling attention to 
some needed action related to 
maintaining the patientÕs health 
status

telephone (voice mail) patient 
messages

messages recorded by voice over 
the telephone when the person or 
practice called cannot or does not 
answer the call
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141Chapter 10: Patient Communications

TABLE 10-1 Examples of Patient Communication Associated CCHIT Functional Criteria for Certi� cation of 
Ambulatory EHRs

Functional Criteria

DC 1.9.1 Manage Clinical Documents and Notes

DC 1.9.1.22 The system shall be capable of recording comments by the patient or the patient’s representative regarding the 
accuracy or veracity of information in the patient record (henceforth •patient annotationsŽ).

DC 1.9.1.23 The system shall display patient annotations in a manner which distinguishes them from other content in the 
system. (Roadmap for May 2008 compliance)

DC 1.10 Generate and Record Patient Speci� c Instructions

DC 1.10.1 The system shall provide access to patient instructions and patient educational materials, which may reside 
within the system or be provided through links to external sources.

DC 1.10.2 The system shall have the ability to provide access to medication instructions, which may reside within the sys-
tem or be provided through links to external sources.

DC 1.10.3 The system shall have the ability to provide access to test and procedure instructions that can be customized by 
the physician or health organization. These instructions may reside within the system or be provided through 
links to external sources.  

DC 1.10.4 The system shall provide the ability to record that patient specifi c instructions or educational material were 
provided to the patient.

DC 1.10.5 The system shall provide the ability to create patient specifi c instructions.

DC.2.5.1 Present Alerts for Disease Management, Preventive Services, and Wellness

DC 2.5.1.1 The system shall provide the ability to establish criteria for disease management, wellness, and preventive services 
based on patient demographic data (minimally age and gender).

DC.2.5.1.2 The system shall provide the ability to display alerts based on established guidelines.

DC.2.5.1.3 The system shall provide the ability to establish criteria for disease management, wellness, and preventive services 
based on clinical data (problem list, current medications).

DC 2.5.2 Noti� cations and Reminders for Disease Management, Preventive Services, and Wellness

DC.2.5.2.1 The system shall provide the ability to identify preventive services, tests, or counseling that are due on an indi-
vidual patient.

DC2.5.2.2 The system shall provide the ability to display reminders for disease management, preventive, and wellness serv-
ices in the patient record.

DC 2.5.2.3 The system shall provide the ability to identify criteria for disease management, preventive, and wellness services 
based on patient demographic data (age, gender).

DC 2.5.2.4 The system shall provide the ability to identify criteria for disease management, preventive, and wellness services 
based on clinical data (problem list, current medications, lab values).

DC 2.5.2.5 The system shall provide the ability to modify the guidelines that trigger the reminders.

DC 2.5.2.6 The system shall provide the ability to notify the provider that patients are due or are overdue for disease manage-
ment, preventive, or wellness services.

DC 2.5.2.7 The system shall provide the ability to produce a list of patients who are due or are overdue for disease manage-
ment, preventive, or wellness services.

DC 2.5.2.8 The system shall provide the ability to automatically generate letters to remind the patient or the patient’s guard-
ian of services that are due. (Roadmap for May 2008 compliance)

DC 2.5.2.9 The system shall provide the ability to automatically generate an electronic reminder to the patient or the patient’s 
guardian of services that are due. (Roadmap for May 2009 compliance)

 © 2007 Certi� cation Commission for Healthcare Information Technology. Used with permission.

Messages received by postal service will most frequently arrive in paper format. 
Paper documents can be digitally scanned into the EHR for display and retention. 
Following offi ce policies, staff will fi rst identify the correct patient and then identify 
the document received as a “Communication.” A patient identifi er is entered into 
the scanner to indicate the correct patient along with a code for the communication 
 section of the record. Once processed, the message will be digitally identifi ed with 
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142 Using the Electronic Health Record in the Health Care Provider Practice

the patient and that part of the EHR. In this instance, a message alert can be initiated 
by the of� ce staff for the recipient•s attention. Although interpretation errors would 
not occur, staff time for accessing the patient index and scanning are required. Until 
a direct interface exists for incoming messages between a facsimile (fax) machine 
and the EHR, incoming fax messages will be processed in the same manner as paper 
documents. When a fax does have a direct incoming interface, some sort of patient 
identi� cation will be required so that the information is transferred to the correct 
patient record. This ID number could be assigned by the of� ce and/or agreed upon by 
the patient and provider. Then the message alert follows in a manner similar to that 
described for telephone messages.

One alternative to the paper or verbal processes that require multiple processing 
steps is to communicate to and from the practice via e-mail or text messaging. An 
e-mail system could have a direct interface with the EHR, although text messaging 
requires downloading to the EHR. Once the correct patient is identi� ed, electronic 
entry of the message in the EHR and work� ow queue of the correct recipient occurs. 
This type of electronic exchange of information has advantages as well as limita-
tions. Health care providers note that:

l  Messaging is often not reimbursable

l  Messaging can be time consuming

l  E-mails can be intercepted, compromising con� dentiality

l  Errors in addresses can compromise con� dentiality

l  There is no assurance that the sender is actually the patient

l  Viruses might be introduced if e-mail attachments are opened

l  Mis� les or lost messages can occur

l  Messages can be misinterpreted

l  Time could be wasted if messages are returned or are used in emergencies

l  Some states may not allow this type of communication in patient care situ-
ations (AHIMA eHIM Work Group, 2003)

Many of these comments are not unique to e-mail communications, but special care 
must be taken because of the increased risk of misdirected messages.

Electronic messages also offer bene� ts to the practice. They:

l  Reduce time spent on telephone calls

l  Allow individuals to respond to messages at scheduled convenient times

FIGURE 10-2
EHR Message Template from MedWare 
(© 2006 Sage Software Healthcare, Inc. 

All Rights Reserved. Published with 
permission from Sage Software 

 Healthcare, Inc.)
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143Chapter 10: Patient Communications

l Provide another communication alternative to improve health care

l Expand the amount of information that can be provided through attach-
ments or Web links included in the message

l Provide written evidence of communication for use in treatment or, if 
needed, for legal purposes

l May save a patient the cost of an offi ce visit (AHIMA eHIM Work Group, 
2003)

Because e-mail and electronic text messages are becoming such a common mode 
of communication, their use in health care now or in the future is certain. However, 
they involve some unique challenges, necessitating that practices develop some ad-
ditional policies and procedures for using them. It may be desirable, for example, 
to have a special patient authorization form (see Figure 10-3) permitting e-mail 
communications; in addition to authorizing e-mails, it might list risks of electronic 
 communication so that patients can make informed decisions. The authorization 
form might also indicate the patient’s responsibility to update the address should 
it change. Guidelines could be provided to the patient on the appropriate use of 
e-mails. The patient’s e-mail address should become part of the patient identify-
ing information in the master patient index of the EHR. Regular verifi cation of the 
e-mail address is also important. As is true with other types of patient communica-
tions, electronic communications themselves must become part of the EHR. Because 
they are received electronically, however, the step of transcription or scanning is not 
needed. Workfl ow queues are electronically updated.

Responding to Patients

Information provided to patients and the results of message interactions must be 
recorded in the EHR. Health care providers may enter response information into the 
EHR for follow-up by other offi ce personnel or may contact the patient themselves. 

I
e-mail and electronic text 
messages

scripted messages entered on one 
computer, cell phone, or PDA and 
then sent to another computer or 
receiving device

FIGURE 10-3
Sample Consent for E-Mail Communica-
tion (Copyright © 2003 by the American 
Health Information Management Associa-
tion. Reprinted with permission.)

Patient Authorization for E-mail Communication

Patient should initial next to each statement.

My current e-mail address __________________________________

Signature ____________________________

Print full name _________________________

Witness _____________________ Date ______________

My e-mail address has changed FROM: ________________________________

My e-mail address has changed TO: __________________________________

Signature _________________________

Print Name ________________________

Witness _____________________ Date ______________

I would like to communicate via e-mail with my provider.
I have been given an information sheet with guidelines for e-mail with my provider and have been
given the opportunity to ask questions.
I understand that all e-mail communication, this authorization, and a copy of the e-mail guidelines
I have received will be filed in my permanent medical record.
I agree to follow the guidelines for e-mail communication with my provider and will use e-mail
for nonemergency purposes only.
I agree to inform this office in writing if my e-mail address changes.

Change of e-mail address: This is to inform you that my e-mail address has changed.

For discussion purpose only. Not for use without advice of legal counsel.
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144 Using the Electronic Health Record in the Health Care Provider Practice

Usually the EHR message template (see Figure 10-2) provides a means of  documenting 
the information shared in free-text form. The actual response to the patient can be 
in whatever communication mode the patient prefers (e.g., phone, letter, e-mail). So 
that confi dentiality is preserved, practice personnel must be careful to identify the 
receiving party as the patient or as someone authorized by the patient to receive re-
stricted information.

Return written (paper) communications from the practitioner to the patient can orig-
inate in the record system via letter templates housed there or can be scanned into 
the record if initiated outside the system. Fax machines commonly have a direct 
interface with the EHR for sending information. The EHR components to be sent are 
identifi ed to the computer system and the correct fax number entered with a com-
mand to “send.” It is best if this release of information function is performed only 
by those specifi cally authorized within the practice. Transposition of numbers in a 
fax address is not uncommon, so care must be taken. E-mail responses can be done 
in free text using the “Reply” function or via templates created by the practice for 
this purpose. Templates used in replying to e-mails need to include a confi dentiality 
notice and consistent signature formats. Practice policies should include guidelines 
about what can and cannot be shared via e-mail. As with all electronic systems, 
computer system security must be addressed.

To ensure the confi dentiality of protected information, messages that include medi-
cal information—especially sensitive information such as data relating to sexually 
transmitted diseases or psychiatric conditions—may be processed differently. Unless 
a patient has given consent to receive confi dential medical information via e-mail, 
an alert is generated in the patient’s e-mail system that important information is 
available from the practice offi ce. In that e-mail message, the patient is instructed to 
contact the offi ce for specifi c information. A telephone call to the practitioner’s of-
fi ce would most likely result.

E-mails and text messages are a step into the world of electronic communications. 
Another option for a practice’s electronic communications adds numerous capabili-
ties: a patient portal.

Patient Portals

A patient portal is a secure Internet-based interactive Web site for patient–provider 
communication and access to practice databases. Portals link a number of systems 
to present and receive information. To access the practice portal, the patient must 
have the correct Web address or URL (see Figure 10-4), a password, and a distinctive 
patient number or other identifi er as in Figure 10-5. These pieces of information are 
entered by the patient to begin a portal session.

Once allowed access to the secure portal, the patient may be able to do some or all of 
the following by choosing the appropriate item from a practice portal menu:

l  E-mail offi ce personnel directly with questions (correct individual indi-
cated by selecting from a drop-down menu of personnel names)

l  Complete required paperwork

l  Request prescription refi lls/renewals

l  Obtain test results

l  Access a treatment record or portions of a treatment record, including 
images as permitted by practice policy

l  Dispute information found in a record

l  Provide or transfer medical information from a personal health record or 
one from another provider outside the practice

I
patient portal

secure Internet connection to a 
practice for communication and 
access to practice databases by 
patients
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145Chapter 10: Patient Communications

FIGURE 10-4
Home Page for a 
Patient Portal (Used 
with  permission. Courtesy 
of Sophrona Solutions, 
http://www.sophrona.com)

FIGURE 10-5
Sign-in Screen for a 
Patient Portal (Used 
with  permission. Courtesy 
of Sophrona Solutions, 
http://www.sophrona.com)

l  Request sharing of information with other practitioners or individuals out-
side the practice

l  Update demographic, fi nancial, or other information

l  Report medical home test or results of medical monitors to the provider

l  Schedule or change appointments by linking to the practice management 
component

l  Check billing statements by linking to the practice management component

l  Complete patient surveys and questionnaires

l  Access patient education material that is supplied by the practice, from 
specialists associated with the practice, or via links to Web sites from the 
practice

l  Compare health status to national norms (Koprowski, 2006; Burrington-
Brown, 2005; Friedman, 2005; AHIMA eHIM Task Force, 2004)
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